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template stored in the database whereas an identification system 
recognises an individual by searching the entire database 
for a match1. Physiological biometrics includes fingerprint, 
face, palm print, knuckle print, iris, ear, hand geometry 
etc whereas behavioral biometrics includes signature, gait, 
keystroke dynamics, speech, gesture etc. A biometric modality 
must satisfy properties such as universality, distinctiveness, 
permeance and collectability to be used in a biometric system.
Finger print has several desirable properties to be 
considered for an effective recognition system. Fingerprint 
recognition is one of the oldest and mature biometric technology 
and has applications in many areas. Ridges and valleys on 
the surface of a fingertip form a pattern, ridges are dark and 
valleys are bright. Ridges and valleys generally run in parallel, 
bifurcating and terminating at various points. Minutiae are the 
endpoints and crossing points of ridges. Finger prints possess 
one or more regions where the ridge lines assume distinctive 
shapes called singularities. These regions are classified as 
loop, delta and whorl as shown in Fig. 1. The core is defined 
as the point on the innermost ridge and a point where three 
different direction ridges meet is defined as the delta. The 
information provided by singular points is used for alignment, 
authentication and classification of fingerprints.
The approaches for fingerprint recognition are mainly 
divided into three categories: minutiae based, non minutiae 
based (image-based) and hybrid system which combines the 
minutiae and non-minutiae based approaches. A feature vector 
in the case of minutiae based approach involves extracting a 
set of minutiae from fingerprints as shown in Fig. 2  in multi-
1. IntroductIon
The rapid growth of internet and computer 
interconnectivity for various applications such as online 
banking, e-commerce, m-commerce has lead to the concern of 
security attacks associated with these transactions. Along with 
enormous benefits offered by fast growing digital world, there 
are significant threats and risks to the government, defense 
and other critical departments in the country. Cyber security 
is a major issue in todays digital world with cyber crime is 
increasing day by day. The losses and distress caused by cyber 
attacks are prompting the pioneers in the field of information 
security to look for reliable and robust security measures.
The growing use of online banking, e-commerce has led 
to the use of biometric technology to secure these transactions. 
Biometrics provides a strong defense against cyber security 
attacks. Biometrics is considered as a safeguard against cyber 
crime. Now a day, banks encourage the use of fingerprint to 
authenticate transactions. Applications are available in the 
markets which are used to unlock computer or phones using 
facial recognition, fingerprint recognition or iris recognition.
A biometric system recognises a person using a specific 
physiological and or behavioral characteristic possessed by 
a person1. A biometric system is called either a verification 
system or an identification system depending on the application 
where it is used. A verification system verifies an individual by 
comparing its test biometric characteristic with the biometric 
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dimensional plane. But this approach needs time consuming 
fingerprint image quality improvement using various 
enhancement techniques, applying filters, segmentation and also 
involves binarisation and thinning process and it also suffers 
from rejection of true or genuine minutiae and introduction of 
unreal and false minutiae. The rich discriminatory information 
available in fingerprint is rarely capitalised in this approach 
having high computational complexity. Image based fingerprint 
recognition does not involve detection and matching of 
minutiae points. Features in these methods are extracted using 
different type of filters like Gabor filter, Sobel filter or by using 
transforms like Fourier transform ,wavelet transform etc. Apart 
from fingerprint ridge pattern other features in the category 
of non minutiae based approach include texture, ridge shape, 
orientation and frequency of local ridge pattern etc. Global 
information is exploited in such methods and they require 
less preprocessing compared to minutiae based methods2 
.Combination of minutiae and non minutiae based methods are 
categorised as Hybrid methods for fingerprint recognition.
2. relAted WorK 
A bank of Gabor filters is proposed by Jain3, et al. to obtain a 
compact fixed length finger code which provides both local and 
global details from a fingerprint. The two corresponding Finger 
Codes are matched using a distance measure like Euclidean 
distance. A hybrid fingerprint matching system utilising both 
minutiae and ridge direction information to represent and 
authenticate fingerprints is described by Ross4, et al. A set of 
8 Gabor filters, whose spatial frequencies correspond to the 
average inter-ridge spacing in fingerprints, is used to capture 
the ridge strength at equally spaced orientations.
The feature vector proposed by Tico5, et al. consists of 
the standard deviations of the Discrete Wavelet Transform 
coefficients of the whole image at various scales and orientations. 
K-Nearest Neighbour classifier employing   Euclidean distance 
is used for matching.
Integrated wavelet and fourier mellin transform (WFMT) 
is used for the feature extraction by Jin6, et al. Multiple WFMT 
features constitute a set of reference invariant features. Euclidean 
distance is calculated between various WFMT feature vectors 
for obtaining the percentage match. Nanni and Lumini7 used 
linear binary patterns (LBP) as a feature descriptor. Alignment 
of fingerprint images ,which is based on minutiae is done 
before dividing the image into several overlapping windows. 
Gabor filter with LBP is the feature vector for the fingerprint 
recognition system. The fingerprint descriptor as proposed by 
Nanni and Lumini8 is based on HOG that represents an image 
by a set of local histograms containing occurrences of gradient 
orientation at each local cell of image. Decision level fusion 
of orientation, texture and spectral features of fingerprint 
image is proposed by Helfroush and Ghassemian9. Whole 
fingerprint image is used extracting features instead of using 
only points around core. yang and Park10 discussed moment 
features having fixed length as the feature vector extracted 
from tessellated cells around the core point of the fingerprint 
image. Similarity measure based on the eigen value weighted 
cosine distance is used to find the matching percentage of query 
and template. Fingerprint matching is based on the measures 
of similarity to the eigen value-weighted cosine distance to 
match the two corresponding feature vectors of the test and 
template. In the image based fingerprint matching method as 
presented by Kour and Awasthy2, the orientation field is used 
as a feature vector and the Euclidean distance is employed as 
a classifier. In fingerprint recognition system developed  by 
Khalil11, et al. 16 co-occurrence matrices are used to compute 
four statistical descriptors namely, correlation, contrast, energy 
and homogeneity and Euclidean distance is used as a classifier. 
Fusion of spectral and directional features is discussed by 
Helfroush12 and Mohammad pour. Hartley transform is used 
for feature extraction by Bharkad13 and Kokare. Hartley 
transform is faster than the Gabor filter requiring a set of filters 
oriented at different angles and frequencies. Finally, city block 
distance is used for computing the similarity between two 
fingerprint images. Discrete wavelet transform (DWT) based 
fingerprint recognition system as described by Kumar14, et al. 
has been used as feature vector followed by Euclidean distance 
as  a classifier. The features of fingerprints such as Directional 
Information, Centre Area and Edge Parameters are obtained by 
considering three DWT levels at four sub bands. Two features 
used for fingerprint verification are wavelet and Pseudo 
Zernike Moments in Pokhriyal15, et al. The hybrid approach 
has the advantage of combining the most discriminating 
features for fingerprint recognition. Multi resolution features of 
aligned fingerprints are computed using 2-D discrete wavelet 
transform. Principal component analysis (PCA) is used for 
dimensionality reduction followed by Euclidean classifier 
for verification. Pseudo Zernike moments are used to create 
invariant features and Bayesian classifier is used to validate the 
moments in Deepika16, et al.
3. ProPoSed Method
The main steps involved in the proposed fingerprint 
recognition system are: Preprocessing, extracting region of 
interest (ROI), feature extraction and verification. The block 
     Figure 1.  Singular regions and core point1.
      Figure  2.  common minutiae types1.
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diagram of the proposed system is shown in Fig. 3. The Short 
Time Fourier Transform (STFT) is applied to fingerprint image 
for enhancement which analyses it in space and frequency 
domain. The Fourier domain-based block wise contextual 
filter enhances the fingerprint images17. After preprocessing 
a landmark point is needed in fingerprint image like core 
point around which to earmark a region of interest (ROI). The 
core point is defined as point of maximum curvature on the 
convex ridge. Maximum curvature is detected using complex 
filter methods to obtain accurate and reliable core point in a 
fingerprint image18. After core point detection, area around the 
core point is cropped for feature extraction. The choice of ROI 
is made to ensure the availability of rich information available 
around the core point for fingerprint matching. The ROI of size 
64 by 64 pixels extracted from the whole fingerprint image is 
shown in Fig. 4. 
using:
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5. Compute the complement of the above membership 
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6. Compute the fuzzy feature from kth window from:
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The number of features obtained is equal to the number of 
square blocks in the cropped image. 
It may be noted that with cropped image of size 65x65 
and window size (W) of 5x5, the number of features extracted 
is 169. 
Steps for invariant moment features
1. Divide the cropped image into various non- overlapping 
square blocks of size W x W.
2. Find seven invariant moments invariant to translation, 
scale change, mirroring and rotation for each window. 
This set of moments19 is given by  
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3. Reduce dynamic range of the moments using the 
logarithmic function by 
( )logi iφ = φ                                                                 (12)
Figure 4.  Fingerprint Image and roI extracted image.
Figure 3.  Block diagram of proposed method.
Two set of features namely fuzzy features and invariant 
moment features are obtained from the region of interest (ROI) 
of the fingerprint image.
3.1 Feature extraction
Two non-minutiae descriptors are presented here for 
extracting features from cropped images which are ROIs. 
These descriptors overcome the shortcomings of the minutiae 
based approach for fingerprint recognition.
Steps for fuzzy features
1. Divide the cropped image into various non- 
overlapping square blocks of size W x W.
2.   Calculate the mean intensity, Iav in k
th window 
KOuR, et al.: BIOMETRICS IN CyBER SECuRITy  
603
where i = 1,2,…7.
It may be noted that for ROI of size 64 x 64 and window 
size (W) of 16 x 16, the number of features extracted is 112.
3.2 Verification
Support vector Machine (SVM) is a widely used tool 
in pattern reconition field. It makes use of the Structural 
Risk Minimisation (SRM) principle. It provides very good 
performance in non linear patterns by transforming the input 
vectors into a high dimension feature space with the help of a 
kernel. It locates optimal hyper plane for linearly separable data 
and extends to nonlinearly separable data by mapping them to 
high dimension feature space.  SVM has many applications 
like biometric based authentication, information management, 
text categorisation, bioinformatics etc. SVMs are based on 
the principle of Structural Risk Minimisation rooted in the 
statistical learning theory. Details about SVM are available in 
Vapnik20 and also in Byun21 and Lee.
LIBSVM22 has been used for verification. Four built in 
kernels that we have at our disposal are; linear, polynomial, 
radial basis function, and sigmoid.
Parameter tuning is required in Support Vector Machines 
like other learning algorithms so as to find the optimal 
parameters which result in improved accuracy on the test 
data. Three kernels are used and for each kernel, 5-fold cross 
validation is performed on the training set. A logarithmic ‘grid 
search’ is made to get the parameters c and γ. The values of 
c and γ giving the best average cross-validation accuracy are 
employed at the testing phase.
4. exPerIMentAl reSultS 
4.1 database
The benchmark database FVC2002DB1B23 has been 
used in our experiments. It consists of ten users with eight 
impressions each. The database is divided into training and 
testing set. The training set consists of seven fingerprint images 
and testing set consists of one fingerprint image. The images 
are taken with an optical sensor having a size of 388 x 374 at a 
resolution of 500dpi. 
4.2 experiments
Different fingerprints are selected for training and testing 
and this process is repeated four times. The mean of the four 
experimental trials is considered as the final performance. Each 
set of features is set aside for verification using SVM.
Different window sizes (W) have been experimented on 
ROIs. The best results are obtained on fuzzy features for a 
window size of 5x5 and on invariant moments for a window 
size of 16x16. The features are normalised before  inputting 
to SVM
5. concluSIon 
This paper presents a fingerprint recognition system 
which can be used for computer login, access control, internet 
banking or other such applications where security is a concern. 
Biometrics is being effectively used as a safeguard against 
cyber crime. In this work a fingerprint recognition system is 
developed using non-minutiae features: fuzzy features and 
invariant moment features extracted from ROIs as these result 
in fixed length feature vectors and are computationally simple. 
SVM is used for verification. A comparative study shows that 
fuzzy features give an accuracy of 87.5 per cent whereas the 
invariant moment features give an accuracy of 95 per cent both 
with RBF kernel. Biometrics is a key to the future of cyber 
security.
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